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Mastering n8n

If Directusisthefirst thing | stand up on anew project, n8n is the second. It's the workflow
automation tool | reach for whenever something needs to talk to something else, webhooks,
scheduled syncs, APl orchestration, and increasingly, Al agents that actually do work instead of
just chatting.

The pitch issimple: avisual canvas where each node is a step, the data flows down the chain, and
you can drop into real JavaScript any time the visual builder runs out of road. Self-host it on a
single box, point it at Postgres and Redis, and you've got a durable automation engine you fully
own, no per-task pricing, no vendor watching your data go by.

Thisisthe guide I'd hand a developer who's tired of gluing services together by hand: how to self-
host n8n properly with Docker and queue mode, how the data model and expressions actually
work, how to handle errors like you mean it, how to build real Al agents with the LangChain

nodes, and how to wire it up to Directus so the two cover each other's weak spots.



_Thisisaliving document and will be updated as n8n updates._

Roger Stringer - rogerstringer.com
August 19, 2026

Mastering n8n



Contents

What n8n Actually Is

Self-Hosting with Docker

Queue Mode: Scaling with Workers and Redis
Hardening for Production

The DataModel: Items and the Chain
Expressions and the Code Node

Error Handling, Retries, and |dempotency
Practical Recipes

Building Al Agents

RAG and Vector Stores

Directus and n8n Together

Credentials, Environments, and Source Control
Real-World Patterns and Gotchas

Toolkit: The Production Readiness Checklist
Toolkit: A Copy-Paste Starter (Queue Mode)
Toolkit: What's Free vs Gated in 2026

Toolkit: Choosing Your Approach

About Roger

Mastering n8n

10
12
14
19
21
23
25
27
29
31
33
35
37
39
41



What n8n Actually Is

Most people meet n8n as "open-source Zapier," and like most one-line pitches, it's true enough to be useful
and wrong enough to be misleading. Zapier is a hosted product you rent. n8n is a workflow engine you run,
aNode.js app you self-host, point at your own database, and own end to end.

The model is dead simple once it clicks. A workflow isagraph of nodes. One nodeisatrigger (a
webhook fires, a schedule ticks, arow changes). Every node after it is a step that receives data, does
something, and passes data on. The data moving between nodesisalist of items, and that item model isthe
single most important thing to understand about n8n, so it gets its own chapter later. The canvasis visual,
but the moment the visual builder runs out of road you drop into a Code node and write real JavaScript (or
Python). That escape hatch iswhy | reach for it over the no-code tools: | never hit awall | can't code my
way through.

Here'swhere it actually earnsits place in my stack. n8n is the glue layer. Directus owns my data and gives
me an API; n8n iswhat reaches out, calling third-party APIs, reacting to webhooks, running nightly syncs,
orchestrating five services into one coherent process, and lately, running Al agents that call tools and get
real work done. It ships with 400+ integration nodes so I'm not writing yet another OAuth dance for the Nth
SaaS AP, but the HTTP Request node means | can talk to anything with an endpoint regardless.

A few things worth knowing up front:

e |t'sfair-code, not open source. n8n ships under the Sustainable Use License. You can self-host and
modify it freely for your own internal business use, and, importantly, you're now explicitly alowed to do
paid consulting building n8n workflows for clients. What you can't do isrebrand it and resell it as your
own hosted SaaS. Fileswith . ee. inthe name are Enterprise-licensed and not covered. For an indie dev
or ateam running their own automations, you're completely fine. The terms have shifted over the years,
so check the current license page rather than trusting any blog post (including this one) on the fine print.

e Self-host or cloud, your choice. There'san n8n Cloud if you'd rather not run it, but this guide is about
self-hosting. That's the whole point for me. You own the data, there's no per-task metering, and a $5-10
VPS handles a surprising amount.

o |t'sstateful and durable. Unlike a statel ess function, n8n persists every execution to a database. You
can open any run, see exactly what data each node received and emitted, and replay it. That observability
isworth alot when something breaks at 2am.

e Al isnow first-class. Sincethe 2.0 line, n8n ships native LangChain-based nodes, an Al Agent node,
chat models, memory, vector stores, the lot. It's gone from "automation tool” to "the orchestration layer |
build agents on.” We'll spend two full chapters there.

The rest of this guideis about running it like you mean it: self-hosting on Docker, scaling with queue mode,
hardening for production, actually understanding the data model and expressions, handling errors properly,
building Al agents, and wiring it up to Directus. If you've read Mastering Directus (https:/rogerstringer.com/
guides/mastering-directus), thisis the other half of how | build, the two tools cover each other's blind spots, and
there's awhole chapter on running them together.
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Self-Hosting with Docker

n8n self-hosts beautifully with Docker, and for a single-instance setup you can be running in about five
minutes. The one decision that trips people up later is the database, so let's get that right from the start.

Don't use SQLite in production

Out of the box, n8n runs on SQL ite. The driver got alot better in the 2.0 line (it's now a pooling, WAL-
mode driver that n8n benchmarks as up to 10x faster than the old one) but "faster SQLite" still isn't what
you want under real load, and it can't be shared across multiple instances at all. SQLiteisfine for kicking
the tires on your laptop. Use Postgres from day one for anything real. If you're already running Directus,
you may even be able to share the Postgres server (separate database, same instance). (Note: MySQL/
MariaDB support was dropped in 2.0, Postgres is the production path now, full stop.)

A real single-instance setup

Here'sadocker - conpose. yni 1'd actually deploy, n8n plusits own Postgres:

servi ces:
post gres:

i mage: postgres: 16

restart: always

envi ronnent :
POSTGRES _USER: n8n
POSTGRES PASSWORD:  ${ POSTGRES_PASSWORD}
POSTGRES_DB: n8n

vol unes:
- n8n_pgdata:/var/lib/postgresql/data

heal t hcheck:
test: ['CMD-SHELL', 'pg_isready -U n8n']
interval: 10s
timeout: 5s
retries: 5

n8n:
i mage: docker.n8n.io/ n8nio/n8n:2.27.4 # pin a version; see note bel ow
restart: always
depends_on:
post gres:
condi tion: service_healthy
ports:
- '5678:5678'
envi ronnent :
DB _TYPE: postgresdb
DB_POSTGRESDB_ HOST: post gr es
DB_POSTGRESDB_DATABASE: n8n
DB POSTGRESDB USER: n8n
DB_POSTGRESDB_PASSWORD:  ${ POSTGRES_PASSWORD}
N8N _HOST: n8n. exanpl e. com
NBN_PROTOCOL: https
WEBHOOK_URL: https://n8n. exanpl e. com
N8N _ENCRYPTI ON KEY: ${ N8N ENCRYPTI ON_KEY}
GENERI C_TI MEZONE: Armeri cal/ Vancouver
N8N_RUNNERS ENABLED: 'true'
vol unes:
- n8n_dat a: / hone/ node/ . n8n

vol unes:
n8n_pgdat a:
n8n_dat a:

Drop a. env next to it:

POSTGRES PASSWORD=$( openss| rand -hex 24)
N8N_ENCRYPTI ON_KEY=$( openssl rand -hex 24)
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Then docker conpose up -d andyou'relive on port 5678.

Pin a version: the tags changed in 2.0

Theold: I atest and: next tagswererenamed to: st abl e and : bet a in the 2.0 line. Either way, don't
float on amoving channel tag in production: pin a specific version (: 2. 27. 4, or whatever the current
stable is when you read this) so arelease doesn't land on you unannounced. n8n ships a new minor most
weeks and a patch every few days, so floating means you're effectively running whatever shipped this
morning. Check the current stable on the release notes page (https://docs.n8n.io/release-notes’) and bump
deliberately.

The settings that matter

A few environment variables are non-negotiable and easy to miss:

e N8N_ENCRYPTI ON_KEY: thisencrypts all your stored credentials. Set it explicitly and back it up. If n8n
generates one for you and you later lose that volume, every saved credential becomes undecryptable
garbage. Thisisthe single most common self-hosting disaster. Treat this key like a database password.

e WEBHOOK_URL: n8n needs to know its own public URL to generate correct webhook addresses. If you're
behind areverse proxy or tunnel, set this or your webhooks will hand out | ocal host URLS.

e N8N_HOST / N8N_PROTOCOL: used for building URLs and the editor. Match your real domain.

e GENERI C_TI MEZONE: Scheduletriggers use this. If you don't set it, your "every day at 9am" cron runsin
UTC and you spend a confused afternoon.

e N8N_RUNNERS_ENABLED: turns on task runners, which execute Code-node code in an isolated process.
Asof 2.0 thisison by default and is effectively required for Code nodes, so you'll rarely set it to
anything but t r ue. It'simportant enough that it getsits own section in the queue-mode and hardening
chapters, the short version: it's a security boundary, and in 2.0 the runner moved out of the base image, so
ascaled-out setup runs a separate n8ni o/ r unner s sidecar whose version must match n8n's.

n8n 2.0 is secure-by-default: know what changed

If you're coming from a 1.x setup or an old tutorial, 2.0 tightened alot of defaults, and a couple can surprise
you:

e Code nodes can no longer read environment variables by default
(N8N_BLOCK_ENV_ACCESS | N_NCDE defaults to true). If aworkflow used to grab pr ocess. env secrets,
route them in through credentials or expressions instead.

e Then8n --tunnel dev conveniencewasremoved, along with afew legacy settings. Use areal reverse
proxy (next chapter).

e ExecuteCommand and the local-file trigger are disabled by default: re-enable explicitly via
NODES_EXCLUDE only if you actually need them and understand the exposure.

¢ Binary data no longer defaults to in-memory; it's written to the filesystem (or the database in queue
mode).

None of these are hard to work around. They're just the kind of thing that turns into a baffling hour if you
don't know the default flipped.

Coolify makes this even easier

If you've read The Boring Stack (https:/rogerstringer.com/gui des/the-boring-stack), you know | lean on Coolify for
single-VPS deploys. n8n is aone-click service in Coolify. It provisions Postgres, wires up the env, and
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handles TLS viathe built-in proxy. | still set N8N_ENCRYPTI ON_KEY myself and write it down somewhere
safe. The Compose above is what's happening under the hood either way; understanding it means you can
debug it when Coolify's abstraction leaks.

Updating

Updating isdocker conpose pul | && docker conpose up -d.n8n runs database migrations
automatically on boot. Two rules: pin a specific version rather than floating on : st abl e so a breaking
change doesn't land on you unannounced, and back up your Postgres database and your encryption key
before any upgrade. Read the release notes for major bumps, the 1.x to 2.x transition, for instance,
changed real behavior (the secure-by-default flips above are exactly that).
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Queue Mode: Scaling with Workers and Redis

The single-container setup from the last chapter runs every workflow inside the main process. That's the
regular execution mode, and it's fine until it isn't. One heavy workflow can starve the editor. A spike of
webhooks can pile up. A crash takes everything down at once. When you outgrow it, the answer is queue
mode.

How queue mode works

Queue mode splits n8n into three roles connected by Redis:

e Themain instance runs the Ul, registerstriggers, and receives webhooks. It does not execute workflows
itself. When aworkflow needs to run, it pushes ajob onto Redis.

¢ Redisisthe message broker, the queue itself.

e Worker processes watch Redis, pick up jobs, execute the workflow, and report results back.

The payoff: you add workers to add throughput, and because each worker is its own process, a slow or
failing workflow on one worker doesn't block the others or the editor. Thisis the same shape as any real job
gueue, and if you've read Background Jobs & Queues (https://rogerstringer.com/gui des/background-jobs-and-queues), it'll
feel familiar, because it's the same idea applied to n8n itself.

The setup

You add a Redis service, flip EXECUTI ONS_MODE to queue, and run one or more containers in wor ker
mode. The main and worker containers share the same image, the same Postgres, the same Redis, and
critically the same NSN_ENCRYPTI ON_KEY, otherwise workers can't decrypt credentials.

servi ces:
redis:
i mge: redis:7-al pine
restart: always
vol unes:
- n8n_redis:/data

n8n- mai n:
i mge: docker.n8n.i o/ n8ni o/ n8n: | atest
restart: always
ports:
- '5678:5678'
envi ronnent :
EXECUTI ONS_MCDE: queue
QUEUE_BULL_REDI S _HOST: redi S
QUEUE _HEALTH CHECK ACTI VE: 'true'
DB _TYPE: postgresdb
DB_POSTGRESDB_ HOST: postgr es
DB_POSTGRESDB_PASSWORD:  ${ POSTGRES PASSWORD}
NSN_ENCRYPTI ON_KEY: ${ N8N_ENCRYPTI ON _KEY}
WEBHOOK_URL: https://n8n.exanpl e. conl
depends_on: [postgres, redis]

n8n-wor ker :
i mage: docker.n8n.i o/ n8ni o/ n8n: I at est
restart: always
command: wor ker
envi ronnent :
EXECUTI ONS_MCODE: queue
QUEUE BULL_REDI S HOST: redis
DB _TYPE: postgresdb
DB_POSTGRESDB_HOST: postgres
DB_POSTGRESDB_PASSWORD: %{ POSTGRES_PASSWORD}
N8N_ENCRYPTI ON_KEY: ${ N8N_ENCRYPTI ON_KEY}
depenas on: [postgres, redis]
depl o
rep icas: 2
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That conmand: wor ker isthe whole trick, same image, started in worker mode. Scale workers with
docker conpose up -d --scal e n8n-worker =4 or therepl i cas key.

Webhooks at scale

Under heavy inbound load you can also run dedicated webhook processor instances (conmand: webhook)
so that receiving webhooks never competes with the editor. For most setups you won't need this until you're
well into production volume, but it's there, and it's the same pattern: another container, same shared backing
services.

How many workers, and how big?

Start with two workers and watch. The lever inside each worker is concurrency
(NS8N_CONCURRENCY_PRODUCTI ON_LI M T), how many executions one worker runsin parallel. More
concurrency per worker uses more RAM; more workers uses more everything but isolates failures better.
My rough rule: bump concurrency first because it's cheap, add worker containers when a single worker's
CPU or memory isthe ceiling. n8n itself is not especially hungry. Most of your memory goes to the

payl oads moving through workflows, so workflows that haul large files or big arrays are what actually drive
sizing.

Do you even need this?

Be honest about scale. A solo founder running afew dozen automations does not need queue mode, the
single container is simpler and one less thing to break. Reach for queue mode when you're running enough
volume that executions queue up, when one workflow's load is hurting the editor, or when you want the
resilience of isolated workers. Don't cargo-cult the architecture; earn it.
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Hardening for Production

Getting n8n running is easy. Running it so you can sleep at night takes a handful of deliberate choices.
None of thisis exoatic, it's the same hygiene any self-hosted service needs, but n8n has afew sharp edges
worth calling out.

Put it behind areverse proxy with TLS

Never expose n8n's port directly. Terminate TLS at areverse proxy (Caddy, Traefik, nginx, or Coolify's
built-in proxy) and forward to n8n internally. Caddy is the least fuss:

n8n. exanpl e. com {
reverse_proxy n8n: 5678

That one block gets you automatic Let's Encrypt certs and renewal. Make sure N8N_PROTOCOL=ht t ps and
VEBHOOK_URL use the public HTTPS address so generated webhook URL s are correct.

Lock down the editor

The n8n editor is the keys to the kingdom. It holds every credential and can call anything. Owner accounts
are protected by login, but afew extralayers matter:

e Turn on user management and use strong, unique passwords; enable MFA where available.

e Consider not exposing the editor to the public internet at all. If only you and your team useiit, put the
editor behind aVPN or IP alow-list at the proxy, and expose only the/ webhook/ paths publicly. Your
webhooks need to be reachable; your editor does not.

e Keep the instance updated, security fixes land in releases, and running months behind isareal risk for
an internet-facing app.

Protect your webhooks

A public webhook URL is an open door unless you guard it. n8n's webhook node supports header auth
and basic auth, use them. For incoming webhooks from services that sign their payloads (Stripe, GitHub,
etc.), verify the signature in a Code node before doing anything else. Treat every inbound webhook payload
as hostile until you've validated it.

Back up the right things

Three things must be backed up, and people routinely forget the second:

1. The Postgres database: your workflows, credentials (encrypted), and execution history.

2. The NSN_ENCRYPTI ON_KEY: without it, the encrypted credentials in that database are useless. Back it up
separately from the database, in a password manager or secrets store. | cannot overstate how many
people learn this the hard way.

3. Your workflow definitions: ideally in git, which we'll cover in the source-control chapter. A database
backup isyour safety net; git is your version history.
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Tame execution data

Every execution gets written to the database, and by default n8n keeps alot of it. Left alone, your Postgres
database balloons. Pruneit:

EXECUTI ONS_DATA PRUNE=t r ue
EXECUTI ONS_DATA_MAX_AGE=336 # hours; 336 = 14 days
EXECUTI ONS_DATA_PRUNE_MAX_COUNT=10000

Tune retention to how much forensic history you actually need. You can also set workflows to save only
error executionsin their settings, which keeps the noise down while preserving the runs you'll actually
want to inspect. For successful high-frequency workflows, saving every run isusually just expensive

logging.

Resource limits and timeouts

Set EXECUTI ONS_TI MEQUT so arunaway workflow can't hang forever, and put memory limits on your
containers so one bad payload can't take down the host. If you're in queue mode, thisisolation is aready
better, aworker can die and restart without touching the editor. Pair that withrest art: al ways and
Docker will bring crashed containers back on its own.
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The Data Model: Items and the Chain

If you only deeply understand one thing about n8n, make it this. data flows between nodes as an array of
items. Almost every confusing moment you'll have ("why did my node run five times?', "why is my
expression undefined?’, "why did | get one result when | expected ten?") traces back to not having
internalized the item model. So let's nail it.

An item iS{ json, binary }

Each item is an object with two parts: aj son property (the structured data) and an optional bi nary
property (files, images, PDFs, attachments). When people say "the data," they usually meanitem j son. A
node receives an array of items and outputs an array of items.

[
"json": "id"': 1, "name": "Ada" } },
"] son": "id": 2, "name": "Linus" }

That's two items. This detail matters enormously because of the next point.

Nodes run once per item

Most nodes execute once for every item they receive. Hand an HTTP Request node 10 items and it fires
10 requests, one per item, automatically. You don't write aloop; the item array isthe loop. Thisisthe single
most powerful and most surprising thing about n8n. Want to process 200 records? Get them into 200 items
and every downstream node just handles them.

The corollary: if anode runs more times than you expected, it's because it received more items than you
thought. If it runs once when you wanted many, you probably have a single item containing an array, and
you need to split it out first.

Splitting and aggregating
Two nodes you'll use constantly:

e Split Out: takes one item holding an array field and turns it into one item per array element. The classic
case: an APl returns{ "results": [...] } asasingleitem, and you Split Out onresul t s to get one
item per result.

e Aggregate: the reverse. Collapses many items back into one (e.g. to build a single payload, or to send
one summary email instead of 50).

Getting fluent at moving between "many items" and "one item with an array” is most of the skill.

Referencing data: the expression basics

Inside any field you can click into expression mode and pull values from the item with {{ }} syntax:

e {{ $json.name }},afiedfrom the current item.
e {{ $json["first name"] }}, bracket syntax when akey has spaces.
e {{ $(' NodeNane').itemjson.id }},reach back to aspecific earlier node's output. Thisis how you
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grab data from three steps ago, not just the immediately previous node.
e {{ $now }},{{ $today }}, built-in date helpers.
e {{ $env. SOVE_VAR }}, environment variables (handy for keeping config out of workflows).

The $(' NodeNane' ) reference isthe one that unlocks real workflows. Data doesn't only flow straight
down. You can pull from any earlier node by name, which is how you correlate, say, the original webhook
payload with the result of an API call you made two steps | ater.

Pinned data and the manual run

When you're building, execute the wor kflow (or a single node) and n8n shows you the exact items at every
step in the side panel. You can pin anode's output so you're hot hammering alive API on every test run.
This tight inspect-and-iterate loop (see real data, adjust the expression, run again) is how you actually build
in n8n. Don't write awhole workflow blind and hope; build it one node at a time, watching the items flow.

Internalize "array of items, once per item, split and aggregate to reshape, reference by node name" and n8n
stops being mysterious. Everything elseis just hodes.
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Expressions and the Code Node

The visua builder gets you most of the way. Expressions and the Code node get you the rest. Thisisthe
line between people who find n8n limiting and people who find it can do anything, and as a devel oper, you
live on the right side of that line.

Expressions: small logic, inline

An expression is a snippet of JavaScript inside{{ }} that resolvesto avaue. Use them for the small stuff
right where you need it:

{{ %json.email.toLowerCase().trin() }}
$)son.total > 100 ? 'priority' : 'standard }}
$json.tags.join(', ') }}
$now. mi nus({ days: 7 }).tolSQ() }}

That last one uses L uxon, which n8n bundles for date math, $now and $t oday are Luxon DateTime
objects, so. pl us(), . m nus(),.toFormat () al work. There'sa IMESPath helper ($j mespat h() ) for
digging through nested JSON, and a pile of built-in string/array/date hel per methods n8n adds on top of
vanilla JS. When an expression returns undef i ned, 90% of thetimeit'satypo in afield name or you're
referencing the wrong node, check the actual item in the panel.

The Code node: when logic gets real

When the transformation is more than a one-liner, drop a Code node. You get full JavaScript (or Python,
via Pyadide), and you choose the mode:

e Run Oncefor All Items: the code runs a single time and receives all items. Use this when you need to
look across the whole batch: dedupe, sort, aggregate, reshape the set.

e Run Oncefor Each Item: the code runs per item, like a built-in node. Use this for per-record
transforms.

A "run oncefor all items' Code node looks like this:

/[l “items” is the incomng array; return an array of itens
const seen = new Set();
const deduped = [];

for (const itemof itens) {

const key = itemjson.email.toLowerCase();
if (!seen. has( keyg) {

seen. add(keﬁ);

deduped. push(iten);

}

return deduped;

Theironrule: return an array of objectsshaped like{ json: {...} }.Returnthewrong shape and the
next node gets confused. n8n is forgiving about wrapping bare objects, but be explicit and you'll never
wonder why downstream broke.

What you can and can't do in there
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Code nodes run in a sandboxed environment. With task runners enabled (the NSN_RUNNERS_ENABLED flag
from the Docker chapter), they execute in a separate process, better isolation and they can't take down the
main instance. A few practicalities:

e You canr equi r e acurated set of built-in modules; arbitrary npm packages aren't available by default
(there'san alow-list env var if you self-host and really need one).

e For HTTP calls, prefer the HT TP Reguest node over f et ch in code. You get retries, auth handling, and
pagination for free, and the request shows up in the execution log.

e Sinput.all(),$input.first(),$(' NodeNanme').all () are how you reach datainside a Code node,
same node-reference idea as expressions, just method form.

My rule of thumb

Reach for an expression first. It keeps the logic visible on the canvas. Reach for a Code node when the logic
is genuinely afunction: looping with state, complex branching, building a non-trivial payload. Don't turn
the whole workflow into one giant Code node, though, at that point you've thrown away the observability
and the per-node replay that made n8n worth using. The sweet spot is a visua workflow with code where
code earnsits place. Thisisthe same 70/30 instinct from The 70/30 Engineer (https:/rogerstringer.com/guides/
the-70-30-engineer): |et the tool do the boring 70%, and spend your code on the 30% that's actually yours.

Quick Reference: n8n's Built-In JS Helper Functions

Beyond vanilla JavaScript, n8n bakes in alarge library of helper methods you can call directly on $j son
values with dot notation, $j son. string. trinm), $j son. array. uni que(), and so on. No import needed,;
they're just there. Here'sthe field reference, organized by data type.

Calling convention: $j son. dat a_t ype. f unct i onName( par anet er s) , the variable, a dot, the function
name, then parentheses for any arguments. Propertieslike . | engt h skip the parentheses. String arguments
awaysgoinquotes. . split(',"),.replace('old , 'new).

One function worth calling out on its own: $now returns the current moment as a ready-to-use Luxon
DateTime object, no . t oDat eTi ne() needed. $now. f or mat (' YYYY- M DD ) iSacommon pattern.

String functions ($j son. string)

Function Call What it does
includes .includes('sub") Checksif asubstring is present
split .split('delint) Breaks the string into an array on a
delimiter
startsWith / endswith .startsWth('x'") /.endsWth Checksthe start/end of the string
("x")
replace/ replaceAll .replace('a',"'b") /.replace Replacesfirst (or al) occurrences
All(ra,'b")
length .l ength Character count
base64Encode / base64Decode . base64Encode() /. base64Dec  Base64 conversion, handy for AP
ode() keys
concat .concat (' nore') Appends text
extractDomain / extractEmail / . extract Domai n() etc. Pulls adomain, email, URL, or URL
extractURL / extractURL Path path out of text
hash . hash(' sha256") Hashes the string with the given
agorithm
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Function

Call

What it does

quote

removeMarkdown / removeTags

replaceSpecial Cars
slice/ substring

trim / trimStart / trimEnd
urlEncode / urlDecode
indexOf / lastIndexOf

match / search

isDomain / isEmail / isEmpty /
isNotEmpty / isNumeric / iSURL

. quot e()

. renoveMar kdown() /. renmoveT
ags()

. repl aceSpeci al Cars()
.slice(start, end)

.trim() etc.

.url Encode() /. url Decode()
i ndexOF (' x")
.match(/regex/) /.search(/
regex/)

.i sEmail () etc.

Wraps in quotes and escapes internal
quotes

Strips markdown or HTML formatting

Strips accented characters (é &)
Extracts a substring by index
Removes whitespace

URL -safe encode/decode
Position of first/last match
Regex extraction/position

Validation checks, return true/false

toLowerCase / toUpperCase / .toLower Case() etc. Case conversions

toSentenceCase / toTitleCase /

toSnakeCase

parseJson . parseJson() Parses a JSON string into an object
toBoolean / toDateTime / toNumber .t oNunber () etc. Type conversions

Number functions ($j son. nunber)

Function Call What it does

round / floor / ceil .round() etc. Rounding

abs .abs() Absolute value

format .format ('l ocal e') Locale-aware formatting (currency,

separators)

isEven /isOdd / islnteger .i sEven() etc. Numeric checks

toBoolean / toDateTime / .toString() etc Type conversions
toLocaleString / toString

Array functions (sj son. array)

Function Call What it does

length .length Element count

first / last first() /. last() Grabs an end element
includes .includes('x") Membership check
append - append(x) Adds an element to the end
chunk . chunk(si ze) Splitsinto sub-arrays of agiven size
compact . conpact () Drops null/empty entries

concat / union / intersection / difference
find / map / filter / reduce

indexOf
isEmpty / iSNotEmpty

join

Mastering n8n

.concat (arr2) etc.

.map(item=> ...) etc.

.indexOF (" x")
. i sEmpty()
Jjoin(t, ")

Set-style combination operations

Standard functional operations (arrow
syntax)

Position of an element
Emptiness check

Flattens to a string (inverse of split)
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Function Call What it does

merge . merge() Combines an array of objectsinto one
object

pluck . pluck(' key") Pulls onefield's values across all objects

randomltem .randonml tem() Picks arandom element

renameKeys .renaneKeys('old',' new) Renames a key across all contained
objects

reverse/ sort / unique .reverse() etc Reordering/dedup

dlice/ toSpliced .slice(start, end) Sub-array extraction / insertion-deletion

smartJoin .smartJoin(' Field ,'Value) Converts Field/Value pair objectsinto a
plain key/value object

toJsonString .toJsonString() Serializes to JSON text

Object functions (sj son. obj ect)

Function Call What it does

keys/ values . keys() /. val ues() Extracts keys or values as an array |

isEmpty / iSNotEmpty . i sEmpty() Emptiness check

hasField . hasFi el d(' key") Checks akey exists

compact . conpact () Drops null/empty fields

keepFieldsContaining / . keepFi el dsCont ai ni ng(' pattern") Filtersfields by value pattern

removeFieldsContaining

removeField .renoveFi el d(' key') Deletes afield

toJsonString .toJsonString() Serializesto JSON text

urlEncode .url Encode() Convertsto aquery string

Boolean functions (3j son. bool ean)

Function Call What it does
toNumber .t oNunber () true/false 11/0
toString .toString() true/false I"true"/"false”

DateTime functions (Luxon: on any date value or $now)

Function Call What it does

format format (" yyyy- M dd') Custom token-based formatting

plus/ minus .plus({days: 7}) Adds/subtracts time

diff2 .diff2(otherDate, 'days') Difference between two datesin a
given unit

extract .extract (' nonth') Pulls out one component (day, month,
year...)

startOf / endOf .startOfF (' month') Rounds to the start/end of atime unit

zone .zone() Time zone name

isWeekend / isLeapYear . i s\Weekend() Caendar checks

Mastering n8n
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Full handbook maintained on Notion: n8n JavaScript Helper's Handbook (https:/knowmad250.notion.site/ngn-
JavaScript-Hel per-s-Handbook-100-Functions-27939¢1272168066b9a8c01€1029e320).

Mastering n8n
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Error Handling, Retries, and Idempotency

A workflow that only works when every API is up, every payload is well-formed, and the network never
blipsisademo, not a system. The gap between the two is error handling, and n8n gives you good tools, if
you actually use them. Most people don't until something silently fails for a week.

The Error Trigger and a global error workflow

Thefirst thing to build is adedicated error workflow. Create a new workflow whose first node is the
Error Trigger. It receives details of any failed execution, which workflow, which node, the error message,
alink to the run. Wireit to a Slack or email aert:

Workflow "Nightly Stripe Sync” failed at node "HTTP Request”, 429 Too Many Requests. View
execution(...)

Then, in each important workflow's Settings !Error Workflow, point it at this one. Now every failure,
anywhere, pages you with context instead of vanishing into the execution log. Build this once, point
everything at it, and you've turned silent failure into a notification. This alone puts you ahead of most n8n
setups |'ve seen.

Node-level retries

Many failures are transient, atimeout, arate limit, a brief 503. Each node has, under Settings, retry options:
turn on Retry On Fail, set the number of attempts (3-5 is the production standard: never infinite), and a
wait between tries. Where you can, use exponential backoff: 1s, then 2s, then 4s, rather than hammering a
struggling service every second. Add alittle jitter so a hundred workflows that failed at once don't all retry
in lockstep and create a thundering herd.

Continue vs. stop

By default a node error stops the workflow. Sometimes that's right. Sometimes you want the batch to keep
going and deal with the failures separately. Each node can be set to Continue (using error output), which
gives the node a second output branch for failed items. Route the good items down the happy path and the
failed onesto a dead-letter destination, atable, a Slack channel, a"to retry" queue. Thisis how you process
1,000 records and don't lose all of them because record 437 had a maformed email.

Idempotency: the one that bites you

Here'sthe trap. A workflow charges a customer, then fails on the next node (sending the receipt). It retries
from the top. Now you've charged them twice. Retries and idempotency are inseparable: the moment you
retry, you must make sure re-running can't duplicate side effects.

Thefixes, in rough order of how often | use them:

¢ |dempotency keys. Many APIs (Stripe, PayPal, SendGrid) accept an | denpot ency- Key header, send a
stable key (e.g. derived from the order ID) and the AP itself dedupes. Thisisthe cleanest option; use it
whenever the upstream supportsiit.

e Check-before-write. Before creating arecord, query whether it already exists by a natural key. n8n's
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...
...

Remove Duplicates node and a lookup step cover alot of cases.
e Mark progress. Write astatusflag (pr ocessed: true) soare-run skipswhat's already done.
Configure the node's retry to skip on success so a partially-succeeded batch doesn't redo its successes.

Think of it as: retries recover from transient errors, idempotency makes recovery safe. You need both. I
you've read Background Jobs & Queues (https://rogerstringer.com/guides/background-jobs-and-queues), this is the same
gospel, at-least-once delivery means design for duplicates, applied inside n8n.

Make failures visible

Finally: set important workflows to save error executions (Settings), even if you skip saving successful
ones. When the alert fires, you want to open the exact failed run, see the precise item that broke and the
datait carried, fix it, and replay. That loop (alert, inspect, fix, replay) is the whole point of running a
durable engine instead of fire-and-forget scripts.
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Practical Recipes

Enough theory. Here are workflows | actually build, described tightly enough that you can reproduce them.
They're deliberately boring, the boring ones are the ones that earn their keep running quietly for years.

1. Webhook Walidate |store

The bread-and-butter shape. A Webhook trigger receives a POST. First node after it is avalidation step, a
Code node or |1 F node that checks the payload iswell-formed and (if the sender signs requests) verifies the
signature. Bad payloads route to a 400 response; good ones continue to a Create/Update node that writes
to your database, then a Webhook Respond node returns 200. Guard the webhook with header auth (see the
hardening chapter). Thisis how you receive form submissions, Stripe events, GitHub hooks, anything that
pushes to you.

2. Scheduled sync between two systems

A Scheduletrigger fires (say, every 15 minutes). An HTTP Request or service node pulls records changed
sincethelast run, storeal ast _synced_at timestamp somewhere (asingle-row table, or n8n's static data)
and passit as afilter so you only fetch the delta. Split Out the results into items, transform each, then
upsert into the destination with Remove Duplicates or an idempotency check so re-runs are safe. Wire it to
your error workflow. This pattern replaces an astonishing number of brittle cron scripts.

3. Fan-out API orchestration

One event needs to touch five services. A new signup, for example: create the CRM contact, add them to
the email list, post to a Slack channel, provision their workspace, send awelcome email. Lay these out as
sequential nodes (or parallel branches where order doesn't matter), passing the user data down the chain and
referencing the original payload with {{ $(' Webhook').itemjson... }}. Seteach externa call to
continue-on-error with its failures routed to a dead-letter branch, so a flaky CRM doesn't block the
welcome email. Thisisthe orchestration n8n is made for, the kind of multi-service glue that's miserable to
write and maintain by hand.

4. Batch processing with rate limits

You have 5,000 records to push to an API that allows 10 requests/second. Get them into items, then use the
Loop Over Items (batching) node to processin chunks, with a small Wait between batches to stay under
the limit. Turn on node retries with backoff for the inevitable 429s. Aggregate the results at the end and
send yourself aone-line summary: "4,981 synced, 19 failed, see attached.”

5. The human-in-the-loop approval

Not everything should be fully automatic. A workflow drafts something (arefund, a published post, an
outbound email) then pauses and sends an approval request (Slack button, or n8n's Wait-for-webhook /
form). A human clicks approve or reject, and the workflow resumes down the matching branch. Thisisthe
safety valve for automations with real consequences: |et the machine do the assembly, keep a person on the
trigger.
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6. Scheduled report / digest

A cron fires each morning, queries your data (sales, signups, errors, whatever you watch), formats a tidy
summary, and here's the modern twist, optionally pipes the numbers through an Al node to write a plain-
English narrative, then postsit to Slack or email. | run afew of these; they're the cheapest way to stay on
top of a system without logging into five dashboards. (If you want this outside n8n too, my own setup leans
on scheduled agent tasks, see Building Your Agentic OS (https://rogerstringer.com/gui des/buil ding-your-agentic-0s).)

Notice the through-line: get datainto items, reshape, act per item, handle errors, summarize. Once those
moves are muscle memory, most "can n8n do X7 questions answer themselves, X isjust these recipes
recombined.
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Building Al Agents

Thisiswhere n8n stopped being "automation software" for me and became something closer to an agent
runtime. Since the 2.0 line, n8n ships native L angChain-based nodes, and the centerpiece isthe Al Agent
node. If you've built agents from scratch (the tool-calling loop, the message history, the stop condition)
you'll recognize exactly what this node is doing, just with the plumbing handled.

What the Al Agent node actually is

The Al Agent node runs areasoning loop. You plug thingsinto it from underneath. These are "cluster
nodes," sub-nodes that attach to the agent rather than sitting in the main flow:

e A Chat Model (required), the brain. OpenAl, Anthropic, Google Gemini/Vertex, Groq, Mistral,
DeepSeek, alocal model via Ollama, or anything OpenAl-compatible. There's even a Vercel Al
Gateway chat model now, which is handy if you're already routing models through it elsewhere in your
stack. Self-hosting plus Ollama means you can run agents with zero per-token cost and nothing leaving
your box, which isabig deal for alot of use cases.

e Memory (optional), so the agent remembers the conversation. Simple/window memory keepsthelast N
messages; Postgres or Redis chat memory persists across sessions.

e Tools (optional, but the whole point), things the agent can do.

One thing worth knowing if you're coming from older tutorials or screenshots: the Al Agent node used to
offer adropdown of agent types, ReAct, Conversational, Plan-and-Execute, OpenAl Functions. As of v1.82
that's gone. Every Al Agent nodeis how a Tools Agent, the one type that uses the model's native tool -
calling, which iswhat you wanted in practice anyway. If you see a guide telling you to pick an agent type,
it's describing aversion of n8n that no longer exists. Internally the agent still runs the familiar loop: the
model reasons, decides whether to call atool, n8n executes that tool, feeds the result back, and the loop
continues until the model produces afinal answer or hits astep cap. You don't write that loop. You
assemble its parts on the canvas.

Tools are where it gets real

A chatbot that can only talk isatoy. An agent that can act is useful, and in n8n a"tool" can be:

¢ A built-in tool node (HTTP Request as atool, a calculator, a search tool, etc.).

e A sub-workflow exposed as atool, viathe Call n8n Wor kflow Tool sub-node. Thisisthekiller feature.
Any n8n workflow you can build becomes a capability the agent can call. Want the agent to "look up a
customer's orders"? Build a workflow that does exactly that, expose it as atool with a clear description,
and the agent will call it when the conversation callsfor it.

e Another agent, viathe Al Agent Tool sub-node, so atop-level agent can delegate to specialist sub-
agents. Thisis how you build tiered, multi-agent setups without leaving the canvas.

e Anexternal MCP server'stools, viathe MCP Client Tool sub-node. Model Context Protocol isthe
standard way to expose tools to agents now, and n8n speaks it in both directions: the MCP Client Tool
lets your agent consume someone else's MCP server, and the M CP Server Trigger turns one of your
workflows into an MCP server that other clients (Claude, Cursor, your own code) can call. If you're
building tools you want reachable from more than just n8n, that's the bridge.

That sub-workflow-as-tool pattern is the bridge between everything in the earlier chapters and Al. All those
recipes (the database |ookups, the API orchestration) become tools an agent can wield. You're not choosing
between "automation” and "Al agent"; the automation is the agent's hands.
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A concrete build: a support triage agent

e Trigger: aChat trigger (or awebhook from your support inbox). The Chat trigger also unlocks response
streaming, so the answer types out live instead of landing all at once.

e Al Agent with an Anthropic or OpenAl chat model and a system prompt: "You are a support triage
assistant. Classify the issue, look up the customer, and either answer from the knowl edge base or
escalate.”

e Tools: a"look up customer" sub-workflow (queries your DB viathe Call n8n Workflow Tool), a"search
knowledge base" tool (the RAG setup from the next chapter), and an "escalate to human" sub-workflow
(posts to Slack with a button).

e Memory: Postgres chat memory keyed by conversation ID, so a back-and-forth holds context.

The agent reasons over each message, calls the tools it needs, and only escalates when it should. That's a
genuinely useful system, assembled visually, running on infrastructure you own.

The instinct to keep

Three cautions from actually running these. First, the description of each tool isdoing the prompting, a
vague tool description means the model calls the wrong tool at the wrong time. Write tool descriptions like
you're writing function docs for ajunior dev. Second, agents are non-deter ministic; your guardrails
shouldn't be. Keep irreversible actions (refunds, deletes, sends) behind a deterministic check or a human-
in-the-loop approval, and n8n now has afirst-class human-in-the-loop step for exactly this, where the
agent pauses for a Slack/Telegram/chat approval before a sensitive tool runs. Let the agent decide what to
do; keep ahard gate on the things it would be expensive to get wrong. Third, set a step cap. The agent
loops until it's done or hits alimit; make sure that limit exists so a confused model can't spin (and bill)
indefinitely. That balance (give the model real capability, keep humans on the dangerous levers) is the same
philosophy running through Building Your Agentic OS (https://rogerstringer.com/guides/buil ding-your-agenti c-0s).
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RAG and Vector Stores

An agent is only as good as what it knows. Out of the box, a chat model knows its training data and nothing
about your docs, your products, your policies. Retrieval-Augmented Gener ation fixes that: you store your
knowledge as embeddings in a vector database, and at query time you retrieve the most relevant chunks and
hand them to the model as context. n8n makes both halves, ingestion and retrieval, buildable as workflows.

The two workflows you need

RAG isawaystwo jobs, and it helps to think of them separately:

1. Ingestion (write side). Take your source documents, split them into chunks, embed each chunk, and
store the vectors. In n8n: atrigger (manual, or a Directus webhook when a doc changes), a node to load the
document (the Default Data L oader), a Text Splitter to chunk it, an Embeddings node (OpenAl, Cohere,
Google, or alocal model via Ollama), and a Vector Store node in insert mode. Run this whenever your
knowledge changes. The Default Data L oader's "simple" mode defaults to a recursive character splitter at
~1000-character chunks with 200 of overlap, a sane starting point you can override with a dedicated splitter
node.

2. Retrieval (read side). At query time, embed the user's question, search the vector store for the nearest
chunks, and feed them to the model. Thisis where a distinction in the Vector Store node matters: it can be
attached asaretriever for a Question-and-Answer Chain (deterministic. It always retrieves, then
answers) or asatool for an Al Agent (the agent decides when to search the knowledge base). For a
conversational agent you usually want the as-a-tool wiring, often viathe Vector Store Question Answer
Tool, which retrieves and summarizes the hits before handing them back. You can also bolt areranker (e.g.
Cohere Rerank) in front of the model to push the best chunks to the top, a cheap, high-leverage quality win.

Picking a vector store

n8n supports along list now: Pinecone, Qdrant, Weaviate, Milvus, and MongoDB Atlas on the
dedicated/hosted side; Supabase and PGVector for Postgres with the pgvector extension; plus an in-
memory/simple store for testing. My bias, predictably, is toward the boring, self-hostable option: if you're
already running Postgres for n8n and Directus, PGVector means one less moving part. Your vectors live
right next to your data. Pinecone, Qdrant, and the others are excellent when you outgrow that or want a
purpose-built engine, but don't add a new database to your stack on day oneif Postgres will do. Start with
the in-memory store to prove the workflow, then swap in PGVector. (If you want afully local stack, n8n's
own self-hosted Al starter kit pairs Ollama + Qdrant + Postgres, which is a fine template to crib from.)

The chunking is the hard part

Everyone obsesses over which vector DB to use. In practice, retrieval quality lives or dies on chunking and
embeddings, not the store. Chunks that are too big bury the relevant sentence in noise; too small and they
lose context. Split on natural boundaries (paragraphs, headings) rather than blind character counts where
you can, keep alittle overlap between chunks so athought isn't severed mid-sentence, and store useful
metadata (source, title, last-updated) alongside each vector so you can filter and cite. When an agent gives a
confidently wrong answer, the culprit is almost always retrieval handing it bad chunks, not the model. A
reranker helps here too, but it can't rescue genuinely bad chunks.

Keep it fresh
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Thetrap with RAG is staleness. You ingest your docs once, ship it, and six months later the agent is
confidently quoting arefund policy you changed in March. Thisis exactly where n8n earns its keep: wire
the ingestion workflow to awebhook so that whenever a document updates in your source of truth
(Directus, Notion, a Google Drive folder) the corresponding vectors get re-embedded automatically. Your
knowledge base staysin sync with your real content because the same tool that runs the agent also runsthe
pipeline that feeds it. That closed loop, ingestion and retrieval living in one system you own, is the whole
argument for doing RAG in n8n instead of stitching together three SaaS products.

Mastering n8n 26



Directus and n8n Together

I run Directus and n8n side by side on more or less every project, and it's not an accident. They're
complementary in away that's almost suspicious. Directus is the system of record with agreat APl and an
admin Ul; n8n is the orchestration engine that reaches out to the rest of the world. Each is weak exactly
where the other is strong. This chapter is the pairing, end to end.

The division of labor

Directus owns your data, schema, per missions, and admin experience. It has its own automation engine,
Flows, which is excellent for in-app, data-event-driven logic that you want logged right next to your content
(auto-slugs, status-change emails, simple validation). | covered Flowsin Mastering Directus (https:./
rogerstringer.com/guides/mastering-directus), and the rule | gave there still holds: if the automation is about my
Directus data and triggered by my Directus events, it's a Flow; if it's complex multi-service orchestration,
long-running, or needs a hundred pre-built integrations, it's n8n.

n8n owns the outbound, the multi-step, and the Al. Directus shouldn't be trying to run arate-limited
batch sync to five APIs or a RAG pipeline. n8n shouldn't be your database. Keep each doing what it's good
at and the seams stay clean.

Wiring 1: Directus Flow 'h8n webhook

The most common connection. Something happensin Directus, and you want heavy lifting done el sewhere.
In Directus, a Flow with an event trigger (item created/updated) fires a Request operation that POSTsto
an n8n Webhook trigger. Directus hands off the changed record; n8n takes it from there, enrichesit, fansit
out to other services, runsit past an Al agent, whatever. This keeps Directus's own automation lean and lets
n8n be the muscle. Secure the webhook with header auth and have the Flow send the matching header.

Wiring 2: n8n !Directus API

The other direction, just as common. An n8n workflow needs to read or write your data. Directus gives you
aclean REST and GraphQL API plus a static token, so in n8n you either use a Directus community node or
just the HT TP Request node pointed at ht t ps: // your - di rect us/ i t ens/ col | ect i on with abearer
token credential. Now any n8n workflow (a scheduled report, an Al agent's tool, an inbound webhook
handler) can query and update your real data. Thisis how the agent from the Al chapter "looksup a
customer”: it'san HTTP Request to Directus under the hood.

Wiring 3: shared Postgres

Because both can sit on the same Postgres server (separate databases), some patterns get very tidy. The
PGVector store from the RAG chapter can live in the same Postgres instance as your Directus content.
Your n8n ingestion workflow reads documents from Directus viaits APl and writes embeddings to
pgvector, one database server, one backup, one thing to run.

A complete example: content !published !Syndicated

Put it all together. An editor sets an article's status to publ i shed in the Directus admin. A Directus Flow
fires awebhook to n8n. n8n picksit up and: re-embeds the article into the RAG store (so the support agent
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now knows about it), posts a summary to Slack, generates social copy with an Al node, schedulesit out,

and pings a frontend rebuild. The editor did one thing, flip a status, in the tool built for editors. Everything
downstream happened in the tool built for orchestration. That's the whole philosophy: the right tool holding
each responsibility, connected by awebhook and an API token. It's also, not coincidentally, the Hypermedia
Stack (https://rogerstringer.com/gui des/the-hypermedia-stack) backend with its automation layer made explicit.
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Credentials, Environments, and Source Control

Once n8n isdoing real work, you hit the questions every serious tool eventually raises. where do secrets
live, how do | separate staging from production, and how do | not lose my workflows? n8n has answers,
with a couple of caveats worth knowing before you commit to away of working.

Credentials are encrypted, centralized, and reusable

In n8n you create a credential once (an API key, an OAuth connection, a database login) and reference it
from any node that needs it. They're stored encrypted in the database, keyed by that NSN_ENCRYPTI ON_KEY
| keep harping on. Two habits that pay off: name credentials clearly (Stri pe —Producti on, not

Stri pe2), and never paste a secret directly into a node field where it'd be saved in plaintext in the
workflow JSON, always go through a credential. For self-hosters who want secrets to live outside n8n
entirely, there's external secrets support (Vault, AWS/GCP secret managers) on the enterprise tier; for most
setups, encrypted credentials plus a backed-up key is plenty.

Config that changes per environment

Things that differ between staging and production (a base URL, a Slack channel, afeature flag) shouldn't
be hardcoded in nodes. Two clean options:

e Environment variablesread in expressions. {{ $env. APl _BASE_URL }}. Set them differently per
instance. Simple, works on community edition.

e Variables (the built-in key-value store) for values you want to manage in the Ul rather than redeploy to
change. (Some of thisis gated to paid tiers, check what your edition includes.)

The principle is the same one from the Context Engineering (https://rogerstringer.com/gui des/context-engineering) and
config discipline | bang on about elsawhere: keep the environment-specific stuff out of the logic, so the
same workflow runs unchanged everywhere and only the surrounding config differs.

Staging vs. production

Don't develop on the instance that's running your live automations. Run a separ ate staging instance (same
Compose, different box or at least different database) build and test there, then promate. n8n's enterprise
tiers have formal environments and git-backed promotion; on community edition you do it with discipline
and the source-control approach below. Either way, the rule is: the production instance is for running, not
for editing live.

Get your workflows into git

Thisisthe one people skip and regret. Workflows are JSON. They belong in version control, not trapped in
a database you hope you backed up. Options, roughly in order of effort:

e Manual export. Each workflow can be exported to a JSON file from the Ul. The n8n CLI can bulk-
export all of them (n8n export:workflow --all --output=...).Committhefiles. Crude but it
works, and it's scriptable into a nightly job.

e API export. A metan8n workflow that calls n8n's own API on a schedule, dumps every workflow to
JSON, and commits to a git repo. Very on-brand: n8n backing up n8n.

e Git-based source control is afirst-class feature on the enterprise tier, with proper push/pull of
workflows and credentials between environments. If you're at that scale, it's the cleanest path.
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Whatever you choose, the goal isagit history of your automation logic: diffable, reviewable, restorable.
When aworkflow that worked last week is suddenly broken, gi t di f f should tell you what changed.
That's table stakes for treating these as software, which, once they're running your business, they are.

Don't forget: the database is still the source of truth for state

Git holds your workflow definitions. It does not hold execution history, credentials (those are encrypted in
Postgres), or the static data workflows accumulate. So git is your version control; the Postgres backup plus
the encryption key (from the hardening chapter) is your disaster recovery. You need both. They cover
different failures.
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Real-World Patterns and Gotchas

The stuff that doesn't fit neatly into a chapter but that 1'd want ateammate to know before they're three
workflows deep. Scar tissue, mostly.

The encryption key is everything

I've said it threetimes and I'll say it once more, because it's the disaster | see most. Back up

NSN_ENCRYPTI ON_KEY separ ately from your database. Lose it and every stored credential is
unrecoverable ciphertext, even with a perfect database backup. Put it in your password manager the day you
set up the instance.

Memory and large payloads

n8n holds the items flowing through a workflow in memory. A workflow that pulls 50,000 records into one
big array, or hauls large binary filesitem by item, will eat RAM and can OOM the process. Mitigations.
page through large datasets and process in batches (Loop Over Items) rather than loading everything at
once; for big files, stream or hand off to object storage instead of carrying binaries through every node; and
in queue mode, remember the worker's memory is the ceiling, not the main instance's. If aworkflow gets
killed mid-run, payload sizeisthe first thing to check.

"Why did it run twice?": trigger gotchas

e Test vs. production webhook URL s aredifferent. The editor's "Test" URL only listens while you're
actively testing; the production URL works when the workflow is active. Sending areal webhook to the
test URL (or vice versa) isaclassic "why isn't it firing" hour.

e Activating aworkflow iswhat registersitstriggers. A saved-but-inactive workflow does nothing on a
schedule or webhook. Toggle it active.

e Scheduletriggersuse GENERI C_TI MEZONE. If your nightly job runs at the wrong hour, your timezone
env var iswrong (or unset, defaulting to UTC).

Expressions returning undefi ned

The everyday papercut. Almost aways one of: a misspelled field name, referencing the previous node when
the datais actually two nodes back (use {{ $(' NodeNane')... }}),or theitem structureisn't what you
assumed. Don't guess, open the node's input panel and look at the actual JSON. The dataisright there; trust
it over your memory of what the API "should" return.

Versioning and breaking changes

n8n moves fast. Nodes get new versions, and major releases (the 1.x to 2.x jump especially) can change
behavior. Pin amajor version in your image tag, read release notes before upgrading, and test upgrades on
staging first. The flip side: don't fall years behind either, because security fixes and the good Al nodes only
land in current releases. Steady, deliberate updates beat both "never touch it" and "always: | at est ."

Community nodes: useful, with a caveat
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There's arich ecosystem of community nodes for services n8n doesn't cover natively. They're genuinely
handy, and they're third-party code running in your instance. Vet them like any dependency: check the
source, the maintenance, the download count. For something security-sensitive, the plain HT TP Request
node against the service's API is often the more trustworthy path even if it's alittle more work.

When n8n is the wrong tool

The honest part. n8n is fantastic glue, but it's not a general-purpose application runtime. If you find yourself
building something with dozens of Code nodes, elaborate state machines, and logic that would genuinely be
clearer asanormal codebase. That's the signal to write an actual service and let n8n call it, not host it. The
same judgment from Build vs. Buy in the Al Era (https://rogerstringer.com/guides/buil d-vs-buy-in-the-ai-era) applies
inside n8n itself: use it for what it's great at (event-driven orchestration, integration, agent assembly) and
don't contort it into being your whole backend. Knowing where the tool ends is part of mastering it.
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Toolkit: The Production Readiness Checklist

The rest of the guide explained how n8n works. Thisisthe part you actually run before you trust it with real
automations. The hardening chapter covered the why behind most of these. Thisis the pre-flight checklist,
stripped down so you can tick through it. If any box is unchecked, you're not ready.

Secrets & config

* N8N_ENCRYPTI ON_KEY is set explicitly and backed up separately from the database (password
manager / secrets store). Losing it makes every stored credential unrecoverable.

The key isidentical across every process (main, workers, webhook processors) in a queue-mode setup.
WEBHOOK_URL, N8N_HOST, and N8N_PROTOCOL=ht t ps all point at the real public domain.

GENERI C_TI MEZONE (and TZ) set, so schedule triggersfire at the right local hour.

The Docker image tag is pinned to a specific version (not : st abl e/: | at est ).

No secrets pasted into node fields. Everything goes through credentials.

Database

¢ Running on PostgreSQL, not SQL ite.
¢ Postgres has automated backups, and you've tested a restore.
e Execution-data pruning is on (see below) so the DB doesn't balloon.

Task runners

e NSN_RUNNERS ENABLED=t r ue (default in 2.0, but confirm).
e |nascaled setup, the n8ni o/ r unner s sidecar image version exactly matches the n8n version.
e |nsecure mode (N8N_RUNNERS_| NSECURE_MODE) is off in production.

Network & access

n8n sits behind areverse proxy with TLS, port 5678 is not exposed directly.

NSN_PROXY_HOPS is set to the number of proxiesin front (usually 1), so real client IPs resolve.
N8N_SECURE_COKI E is left on (the fix for the cookie error isHTTPS, not disabling it).

The editor islocked down, VPN/IP-alowlist if it doesn't need to be public; only / webhook/ paths
exposed.

e User management on, strong passwords, MFA where available.

Webhooks

¢ |nbound webhooks use header/basic auth, or signature verification in a Code node before anything else
runs.
¢ You're hitting the production webhook URL, not the test URL, and the workflow is active.

Error handling & retention

e A global error workflow exists (Error Trigger !Slack/email) and important workflows point at it in
Settings.
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e Transient-failure nodes have Retry On Fail with backoff (3-5 attempts, never infinite).

e Anything with side effects isidempotent (idempotency keys/ check-before-write/ progress flags).

e Execution pruning configured: EXECUTI ONS_DATA_PRUNE=t r ue, a sane EXECUTI ONS_DATA NAX_AGE
(default 336h / 14 days) and EXECUTI ONS_DATA_PRUNE_MAX_COUNT (default 10000).

¢ High-frequency workflows set to save errorsonly, not every successful run.

e EXECUTI ONS_TI MEQUT set so arunaway can't hang forever.

Backups (the three things)

e Postgres database, workflows, encrypted credentials, history.
e Encryption key, stored separately from the database.
e Workflow JSON in git. Your version history and restore path (see the source-control chapter).

Before every upgrade

e Back up the database and the encryption key first.
¢ Read the release notes, n8n doesn't shy away from breaking changes between majors.
e Test the upgrade on staging before production.

Print it, fork it, drop it in your runbook. The point isn't my exact list. It'sthat "isit ready?" should be a
checklist you run, not afeeling you have.
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Toolkit: A Copy-Paste Starter (Queue Mode)

The Docker and queue-mode chapters built this up piece by piece. Hereit is assembled in one place, a
production-shaped, queue-mode starter you can drop into a directory, fill in the secrets, and bring up.
Postgres, Redis, amain instance, and workers. Task runners run in their default built-in mode here so this
works out of the box; see the note at the end for the external-runner upgrade.

docker - conpose. yni

X-n8n-env: &n8n-env
DB _TYPE: postgresdb
DB_POSTGRESDB_HOST: postgres
DB_POSTGRESDB_DATABASE: n8n
DB_POSTGRESDB_USER: n8n
DB_POSTGRESDB_PASSWORD:  ${ POSTGRES PASSWORD}
EXECUTI ONS_MODE: queue
QUEUE BULL_REDI S HOST: redis
N8N_ENCRYPTI ON_KEY: ${N8N ENCRYPTI ON_KEY}
NSN_RUNNERS ENABLED: 'true'
GENERI C_TI MEZONE: Aneri ca/ Vancouver

servi ces:
post gres:

i mage: postgres: 16

restart: always

envi ronnent :
POSTGRES _USER: n8n
POSTGRES PASSWORD:  ${ POSTGRES_PASSWORD}
POSTGRES_DB: n8n

vol umes: [n8n_pgdat a:/var/li b/ postgresql/dat a]

heal t hcheck:
test: ['CVMDSHELL', 'pg_isready -U n8n']
interval : 10s
tinmeout: 5s
retries: 5

redis:
i mage: redis:7-alpine
restart: always
vol unmes: [n8n_redis:/data]

n8n- mai n:
i mge: docker.n8n.io/ n8nio/n8n:2.27.4 # pin a specific version
restart: always
depends_on:
postgres: { condition: service_healthy }
redis: { condition: service_started }
ports: ['5678:5678']
envi ronnent :
<<: *n8n-env
NBN_HOST: n8n. exanpl e. com
NSN_PROTOCOL: htt ps
VEBHOOK_URL: https /1 n8n. exanpl e. com
N8N_PROXY_HOPS:
QUEUE_HEALTH CHECK ACTI VE: 'true'
vol umes: [ n8n_dat a: / hone/ node/ . n8n]

n8n-wor ker :
i mge: docker.n8n.io/n8nio/n8n:2.27.4 # sanme version as nmin
restart: always
command: wor ker
depends_on: [postgres, redis]
envi ronnent :
<<: *n8n-env
depl oy:
replicas: 2
vol unes:
n8n_pgdat a:

n8n_redi s:
n8n_dat a:

. env
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POSTGRES_PASSWORD=$( openss| rand -hex 24)
NBN_ENCRYPTI ON_KEY=$( openss| rand -hex 24)

Notes that save you an afternoon

¢ Pintheversion. Use aspecifictag (: 2. 27. 4, or whatever the current stableis) on both n8n- mai n and
n8n-wor ker , and keep them identical. Don't float on : st abl e.

e Theencryption key must be identical acrossn8n- nai n and every n8n- wor ker , the &8n- env anchor
guarantees that here. Mismatch = workers silently can't decrypt credentials.

e Postgresisrequired for queue mode: SQL.ite can't be shared across processes.

e Scaleworkerswith docker conpose up -d --scal e n8n-worker =4 or ther epl i cas key. Bump
per-worker N8N_CONCURRENCY_PRODUCTI ON_LI M T before adding containers.

e Heavy webhook load? Add an n8n- webhook service with command: webhook and the same env, so
receiving webhooks never competes with the editor.

The external task-runner upgrade

The compose above uses the built-in (internal) task runner, n8n launchesit as a child process, no extra
containers, and it just works. That's the right starting point. For stricter isolation in production you can
move to exter nal task runners, where each n8n process gets a companion n8ni o/ r unner s container. It's
more moving parts and has one sharp edge worth knowing: the runner image ver son must exactly match
the n8n version, or the runner reports unhealthy. If you go that route, set NSN_RUNNERS_MODE=ext er nal ,
give the runner an NSN_RUNNERS_AUTH_TOKEN, point it at the broker, and pin all the images together. Until
you actually need that isolation boundary, the internal runner above is simpler and fine.

Bring it up

docker conpose up -d ) i i i
docker conpose logs -f n8n-main # watch it boot + run mgrations

Then put areverse proxy (Caddy/Traefik) in front for TLS, set WEBHOOK_URL to the real domain, and run
the production-readiness checklist from the previous chapter before you expose it. That's area starting
point, not atoy, cloneit, harden it, ship it.
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Toolkit: What's Free vs Gated in 2026

n8n isfair-code, and for self-hosters the free Community Edition is genuinely generous, but afew things
are gated, and you don't want to architect a workflow around a feature that turns out to be Enterprise-only.
Here's the honest 2026 breakdown so you know where the line is before you hit it.

Free in Community (self-hosted)

The stuff that matters for actually building is free, with unlimited wor kflows and unlimited executions:

400+ integration nodes, plus the HTTP Request node for anything else

The Code node (JavaScript, and native Python via task runners)

Queue mode: Redis + workers for scaling (this one surprises people; it's free)

Thefull Al / LangChain node set, Al Agent, chat models, memory, vector stores, embeddings
M CP server trigger and client tool nodes

Data Tables (n8n's built-in tabular storage)

Webhooks, schedules, error workflows, partial executions

Light Evaluations (for registered users)

Registering a free email address (no payment) additionally unlocks Folders, debug-in-editor, and custom
execution data, and once unlocked, they stay unlocked.

Gated to paid / Enterprise

The gated features are mostly about governance and team scale, not core capability:

e SSO (SAML/OIDC/LDAP), RBAC, and Projects

e Workflow/credential sharing beyond owner/creator

e Variables (instance-wide key-value store) and External Secrets (Vault, AWS/GCP/Azure secret
managers)

e Git-based version control / Environments (staging!’ progromotion in the Ul)

e L og streaming to external SIEM/observability

e Multi-main mode (active-active HA), note: queue mode itself is free; only running multiple main
instances for high availability is gated

e External (S3) binary-data storage

e Longer I nsights history and some Insights views

e The Settings \Workersview

What this means for how you build

For asolo dev or asmall team self-hosting their own automations, Community Edition is almost certainly
all you need, the limits you'll actually feel are the governance ones, and only once multiple people are
editing production workflows. The two that catch people:

e Variables are Enterprise. On Community, use environment variables ({{ $env. FOO }}) instead,
covered in the source-control chapter.

e Git Environments are Enterprise. On Community, you get the same outcome with discipline: a separate
staging instance plus workflow JSON exported to your own git repo (also in that chapter), or the newer
route of driving exports through n8n's own API/MCP server.

Don't pay for Enterprise to get afeature you can replicate with an env var and a git repo. Do consider it
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when you have areal team that needs SSO, role-based access, and Ul-driven promotion between
environments. That's the actual value line.

(Licensing and tiering shift over time; thisis the 2026 picture. Check n8n's current pricing and the
Community-edition docs rather than trusting any single blog post, including this one, on the fine print.)
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Toolkit: Choosing Your Approach

n8n is a fantastic tool, and the surest way to make amesswith it isto useit for everything. | run it alongside
Directus and areal codebase, and alot of "how do | do X in n8n?" questions are better answered with
"don't, do it over there." Here's the decision aid | actually use.

Reach for n8n when...

Thejob is multi-system orchestration, one event needs to touch three, five, ten services.

It's event-driven or scheduled, awebhook lands, a cron ticks, arow changes.

You want the 400+ connector s so you're not writing OAuth dances by hand.

It'san Al agent or RAG pipeline you want to assemble visually and observe run-by-run.

You value durable, replayable executions, seeing exactly what each step received when something
breaks at 2am.

Reach for real code (Astro / a service / the Vercel Al SDK) when...

e |t'sonalatency-critical, user-facing request path, avisitor is waiting on the response.

e Thelogiciscomplex and deterministic, deep branching, a state machine, something that wants real
tests and types.

e You'rewriting dozens of Code nodes. That's n8n telling you it should be a codebase that n8n calls, not
hosts.

¢ You need tight version control, code review, and ClI asfirst-class citizens.

Reach for Directus Flows when...

e Theautomation is data-layer-local (a CRUD hook, afield validation, a status-change email) and you
want it logged right next to the content model.

¢ |t'ssimple and synchronous to the data event, with no need for heavy orchestration or external
connectors.

e Therule from the Directus guide: if it's about your Directus data and triggered by your Directus events,
it'sa Flow; if it's multi-service, long-running, or needs a hundred integrations, it's n8n.

A rough scaling ladder for n8n itself

Once you've decided it isan n8n jab, size it honestly:

Volume Setup

< ~1,000 executions/day Single n8n instance + Postgres. Don't over-build.

~1,000-10,000/day Queue mode + 1-2 workers + Redis.

> 10,000/day, or spiky webhooks Queue mode + multiple workers + a dedi cated webhook
processor.

Need active-active HA Multi-main mode, Enterprise, and you'll know when you're
there.

The meta-rule across all three tools: each is strong exactly where the others are weak. Directus owns the
data and admin, n8n owns the orchestration and the agents, real code owns the hot path and the hard logic.
Pick the boring, well-supported default for each responsibility and connect them with a webhook and an
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API token, and resist the urge to make any one of them do all three jobs.
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About Roger

I'm Roger Stringer. | build things, break them, and write up what | learned so you don't haveto learn it the
hard way. These Field Guides come straight out of that work.

Wor king on something bigger ? | take on a handful of fractional CTO (https:/rogerstringer.com/guides/the-
fractional-cto-field-guide) engagements, hel ping founders and teams set technical direction, build Al-powered
workflows, and actually ship the hard parts. If you're wrestling with the kind of problem this guide covers

and want someone in your corner who's done it before, that's exactly what | help with. Drop me aline.
(mailto:roger.stringer @hey.com)

And if aguide helped, got something wrong, or you just want to compare notes, 1'd love to hear from you:

e Email: roger.stringer @hey.com (mailto:roger.stringer @hey.com)

e X: @freekrai (https//x.com/freekrai)

e GitHub: github.com/freekrai (https://github.com/freekrai)

o Linkedln: linkedin.com/in/rogerstringer (https://www.linkedin.com/in/rogerstringer)

New guides go up as | hit problems worth documenting. Follow along wherever suits you.
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